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ATTACHMENT 

RINGCENTRAL BUSINESS ASSOCIATE AGREEMENT 
 

RingCentral and Customer hereby agree to the following terms and conditions of this Business 
Associate Agreement (this “BAA”), pursuant to the RingCentral Master Services Agreement (the 
“Agreement”) and is effective as of the execution date of this BAA (the “BAA Effective Date”). 
RingCentral and Customer may be individually referred to as a “Party” and collectively the “Parties”. 

RECITALS 

Whereas, Customer has, pursuant to the Agreement, purchased one or more services covered by 
this BAA listed in Annex A (the “Services”); 

 
Whereas, Customer desires to comply with the Health Insurance Portability and Accountability Act 

of 1996 (“HIPAA”), as amended, along with applicable provisions of the Standards for Privacy of 
Individually Identifiable Health Information (the "Privacy Rule") and applicable provisions of the Security 
Standards for the Protection of Electronic Protected Health Information ("Security Rule") (collectively 
the “HIPAA Rules”) and, in compliance with the HIPAA Rules, Customer desires to safeguard Customer’s 
Personal Health Information (“PHI“) created, transmitted, received, or maintained by Customer using 
the Customer’s Account (“Account”);  

 
Whereas, as a business associate (as that term is defined in the HIPAA Rules) RingCentral wishes to 

accommodate Customer’s desire to safeguard PHI that Customer creates, receives, transmits, or 
maintains using the RingCentral Services, by entering into this BAA, which meets the requirements of 45 
C.F.R. §§ 164.314(a) and 164.504(e);    

 
Now, therefore, in consideration of the mutual covenants and representations, and for good and 

valuable consideration, the receipt and sufficiency of which is hereby acknowledged, the Parties agree 
as follows: 

 
AGREEMENT 

1. Obligations of RingCentral.  RingCentral agrees: 

a) subject to the provisions of Section 2, to use and disclose Customer’s PHI only in connection 
with the provision of the Services purchased by Customer as part of or related to Customer’s 
Account(s), as required by law, or for any other purpose permitted by the Agreement, or this 
BAA, provided that RingCentral may not use or disclose Customer’s PHI in a manner that would 
violate the requirements of subpart E of 45 C.F.R. Part 164 if done by Customer; 

b) not to use or further disclose Customer’s PHI other than as permitted or required by this BAA, or 
as required by law; 

c) where required by the HIPAA Rules, to make reasonable efforts to use, disclose, and request 
only the minimum necessary amount of PHI; 

d) to use appropriate safeguards and comply, where applicable, with subpart C of 45 C.F.R. 
Part 164 with respect to the protection of Electronic PHI, to prevent use or disclosure of 
Customer’s PHI other than as provided for by this BAA; 
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e) to report to Customer any use or disclosure of Customer’s PHI not provided for by this BAA of 
which RingCentral becomes aware, including any breach of unsecured PHI as required by 45 
C.F.R. § 164.410, and any security incident involving Customer’s PHI of which RingCentral 
becomes aware; provided, however, that notwithstanding the foregoing, the Parties agree that 
this BAA serves as notification, and that no further notification is required, of the ongoing 
existence of Unsuccessful Security Incidents. For purposes of this BAA, an “Unsuccessful 
Security Incident” includes, without limitation, activity such as pings and other broadcast 
attacks on RingCentral’s firewall, port scans, unsuccessful log-on attempts, denials of service, 
and any combination of the above, so long as such activity does not result in unauthorized 
access, use, acquisition, or disclosure of Customer’s PHI;   

f) to ensure that any subcontractor that creates, receives, maintains or transmits Customer’s PHI 
on behalf of RingCentral agrees to substantially the same restrictions and conditions that apply 
to RingCentral with respect to such PHI, as required by the HIPAA Rules; 

g) to the extent that RingCentral has been delegated under the Agreement and is to carry out an 
obligation of Customer under Subpart E of 45 C.F.R. Part 164, RingCentral will comply with the 
requirement(s) of Subpart E of 45 C.F.R. Part 164 that apply to Customer in the performance of 
such delegated obligation;  

h) to the extent that: (i) Customer provides advanced written notice to RingCentral that 
RingCentral will maintain PHI in a "Designated Record Set" as defined in the HIPAA Rules (and 
with the understanding that the Parties do not intend for RingCentral to maintain PHI in a 
Designated Record Set); and (ii) the Designated Record Set (if any) maintained by RingCentral is 
not duplicative of records maintained by Customer; RingCentral agrees to: 

a. upon receipt of a written request from Customer, make available to Customer to inspect 
and/or obtain a copy of Customer’s PHI maintained by RingCentral in a Designated 
Record Set, as required under 45 C.F.R. § 164.524, for so long as RingCentral maintains 
such PHI in a Designated Record Set; and 

b. upon receipt of a written request from Customer, provide such information to Customer 
for amendment and incorporate amendments to PHI maintained by RingCentral in a 
Designated Record Set as agreed to by Customer under 45 C.F.R. § 164.526, for so long 
as RingCentral maintains such PHI in a Designated Record Set. 

i) to the extent no disclosure exceptions apply under 45 C.F.R. § 164.528, to maintain and to make 
available to Customer the information required for Customer to provide an accounting of 
disclosures in accordance with 45 C.F.R. § 164.528; 

j) in the event any individual delivers directly to RingCentral a request for an amendment to PHI, 
access to PHI, or an accounting of disclosures of PHI, to promptly forward such individual 
request to Customer;    

k) to make its internal practices, books, and records relating to the Use and Disclosure of 
Customer’s PHI available to the Secretary (as defined in the HIPAA Rules) for purposes of 
determining Customer's compliance with 45 C.F.R Part 164, Subpart E; and 

l) upon termination of this BAA for any reason, if feasible, to return or destroy all PHI received 
from Customer, or created or received by RingCentral on behalf of Customer,  in connection 
with this BAA, to the extent it has not been already erased, returned or destroyed, and retain no 
copies thereof, or, if in RingCentral’s opinion such return or destruction is not feasible, to extend 
the protections of this BAA to the PHI and limit further uses and disclosures to those purposes 
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that make the return or destruction of the PHI infeasible. 

2. Permitted Uses and Disclosures of PHI.  Notwithstanding the other provisions of this BAA, 
RingCentral is permitted to use or disclose Customer’s PHI for its proper management and 
administration of RingCentral services or to carry out its legal responsibilities, provided that 
RingCentral may only disclose PHI for such purposes if: (i) the disclosure is required by law or (ii) 
RingCentral obtains reasonable assurances from the person to whom the PHI is disclosed that the 
information will remain confidential and will be used or further disclosed only as required by law 
or for the purpose for which it was disclosed to the person, and the person notifies RingCentral 
when the confidentiality of the PHI has been breached.  

3. Obligations of Customer.  Customer will: 

a) as between the Parties, assume sole responsibility for obtaining any consent, authorization, or 
permission that may be required by the HIPAA Rules, or any other applicable laws or regulations 
prior to using the Services to create, receive, maintain, or transmit PHI, or otherwise provide PHI 
to RingCentral. Without limiting the foregoing, in the event Customer transmits PHI via text 
message, or any other method of electronic transmission of PHI (including email or any 
attachment to email) as part of the Services, Customer agrees to notify the patient whose PHI is 
to be transmitted that such transmission is not secure and to obtain such individual’s consent or 
authorization, consistent with applicable law, before transmitting any such PHI;  

b) use, disclose, request, and otherwise provide to RingCentral and RingCentral employees only the 
minimum amount of PHI necessary for RingCentral to provide Services;  

c) notify RingCentral, in writing, of any limitation(s) in Customer’s notice of privacy practices that 
may affect RingCentral’s Use or Disclosure of Customer’s PHI; 

d) notify RingCentral, in writing, of any changes in, or revocation of, permission by an individual to 
use or disclose any of his or her PHI, to the extent that such changes may affect RingCentral’s 
Use or Disclosure of Customer’s PHI; 

e) notify RingCentral, in writing, of any restriction on the use or disclosure of PHI that Customer 
has agreed to in accordance with 45 C.F.R. §164.522, to the extent that such restriction may 
affect RingCentral’s use or disclosure of Customer’s PHI; and 

f) not request that RingCentral use or disclose Customer’s PHI in a manner that would not be 
permissible under the HIPAA Rules if done by Customer. 

4. Effect of Limitations and Restrictions.  The Parties agree that in the event RingCentral reasonably 
believes that any limitation(s) or restriction(s) on the use or disclosure of PHI disclosed by Customer 
pursuant to Section 3 may materially impair RingCentral's ability to provide Services or materially 
affect RingCentral's costs of providing Services, the Parties will promptly and in good faith negotiate 
an amendment to the Agreement that is necessary to adjust RingCentral's obligations and/or reflect 
RingCentral's increased costs. In the event such negotiations are unsuccessful, RingCentral may 
terminate this BAA and the Agreement without penalty or further obligation to RingCentral. 
 

5. Customer Integrations.   

a) Notwithstanding any discussion or any provision to the contrary in any agreement between the 
Parties, this BAA applies only to Services offered by RingCentral as described in Annex A. 

b) Pursuant to the limitations contained in the Agreement between the Parties and applicable 
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RingCentral policies, Customer may choose to, at its own risk, use third party or Customer’s own 
applications, services, devices, APIs, or any other technology (whether utilized by Customer or a 
third party on behalf of Customer and whether implemented by RingCentral or by Customer or 
by a third party) which integrate with the Services or that transfer data to or from the Services, 
including third-party communication channel used to receive or send messages (e.g. Instagram, 
Twitter, Email, etc.).  (“Customer Integrations”). 

c) Customer understands and agrees that Customer Integrations are outside the scope of the 
Agreement and of this Business Associate Agreement. 

d) Notwithstanding any provision to the contrary in any agreement between the Parties, 
RingCentral has no responsibility or liability for, and expressly disclaims any warranties or 
representations relating to, any Customer Integrations. 

e) For the avoidance of doubt, RingCentral will have no obligations or liability for the privacy, 
security, confidentiality, availability, or integrity of any Customer Integrations, or any PHI or 
other data created, sent, received, processed, handled, stored, maintained, or transmitted in 
connection with any Customer Integrations or through any applications, services, devices, APIs, 
or any other technology not provided within RingCentral Services.  

6. Term. The term of this BAA (the “BAA Term”) commences on the BAA Effective Date and runs 
conterminously with the term of the Agreement, unless sooner terminated by either Party in 
accordance with Section 7. 

7. Termination.   

a) Automatic BAA Termination.  Termination or expiration of the Agreement for any reason will 
result in the termination of this BAA.   

b) Direct BAA Termination.  In the event that either Party violates a material term of this BAA, the 
other Party may terminate the BAA, provided that the non-breaching Party provides written 
notice to the breaching Party of such breach and provides the breaching Party with an 
opportunity to cure the breach or end the violation.  If such violation is not cured within thirty 
(30) days, the non-breaching Party may terminate this BAA. In the event that the BAA is 
terminated pursuant to this section, either Party may terminate the Agreement.  

8. Miscellaneous. 

a) Definitions.  All capitalized terms used herein but not otherwise defined have the meanings 
ascribed to them in the Agreement. Subject to the immediately foregoing sentence, any other 
terms that are not defined in this BAA or the Agreement but that are defined under the HIPAA 
Rules have the same meaning as defined under the HIPAA Rules. For purposes of this BAA, 
"PHI" means "protected health information" as that term is defined in the HIPAA Rules, 
limited to such information created, received, maintained, or transmitted by RingCentral for 
or on behalf of Customer. 

b) No Third Party Beneficiaries.  Nothing in this BAA, express or implied, is intended to confer or 
will confer upon any person or entity other than the Parties any right, benefit, or remedy as a 
third party beneficiary or by any other nature whatsoever under or by reason of this BAA. 

c) Notices. All notices or other communications to be given under this BAA are deemed given 
when emailed.   
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To Customer: The postal and email address on file at the time of notice for an 
Account. 
 

To RingCentral: RingCentral, Inc. 
Attn.:  Legal Department 
20 Davis Drive 
Belmont, California 94002 
HIPAA@ringcentral.com 

d) Modification.  No modification or amendment of this BAA will be effective unless set forth in a 
document specifically referencing this BAA that is executed by both Parties. 

e) Counterparts.  This BAA may be executed in any number of counterparts, each of which will be 
deemed an original, but all of which together will constitute one and the same instrument. 

f) Entire Agreement.  RingCentral will be bound by the terms of this BAA only to the extent that: (i) 
Customer is a "Covered Entity" or “Business Associate” (as these terms are defined in the HIPAA 
Rules) pursuant to HIPAA; and (ii) RingCentral is acting as Customer's "Business Associate" (as 
that term is defined in the HIPAA Rules) pursuant to HIPAA. This BAA, together with the 
Agreement, states the entire understanding and agreement between the Parties with respect to 
the subject matter hereof, and supersedes and replaces all prior and contemporaneous 
understandings or agreements, written or oral, regarding such subject matter. 
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ANNEX A 
 

LIST OF RINGCENTRAL SERVICES COVERED BY THIS BAA 
 
If purchased, the following Services are covered by this BAA: 
 

• RingCentral Fax 
• RingCentral MVP 
• RingCentral Contact Center 
• RingCentral Video (RCV) 
• RingCentral Engage Voice 
• RingCentral Engage Digital (third party channel communications excluded) 

 


